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Introduction

u Goal: Learning more about radio by capturing and analyzing 

wireless transmissions of a wireless keyboard and mouse

u Has been done before but usually not with RTL -SDR

u Apparently not as easy as it might seem

u Fun

u Process: Identify, capture, get bytes/bits, reverse protocol



How to do reversing

u Based on EFF Reverse Engineering FAQ

u Donõt violate contracts (NDA, license agreement, etc .)

u Own the hardware and software

u Donõt break encryption

u If capturing data

u Publicly accessible network

u Or obtaining consent

u https://www.eff.org/issues/coders/reverse -engineering -faq

https://www.eff.org/issues/coders/reverse-engineering-faq


Identify and capture



2.4Ghz space

(common ISM)

u Most of your Consumer Electronics will be in the 2.4Ghz range

u Wi-Fi

u Bluetooth

u Proprietary protocols

u Almost any device I wanted to experiment with was in this range

u Not in range of RTL -SDR

u Wi-Fi and Bluetooth specifically are too complex to capture with RTL -

SDR (especially for a beginner)

u Wide

u Hopping



Down converter

u L.O 1998MHZ MMDS down 

converter 2.2 -2.4GHz

u L.O Frequency: 1998MHz

u L.O Stability: Ò±30KHz 

u Aliexpress: 12$ device, 10$ 

shipping, 5$ power = 27 $

u Came with a 18V power injector

u Can work with a battery

u Vout = 8V if Vin>10.5V

u https://en.wikipedia.org/wiki/Digit

al_down_converter

https://en.wikipedia.org/wiki/Digital_down_converter


Down converter - inside



Down converter - inside 2



Scanning

u QSpectrumAnalyzer was mostly useless

u Busy spectrum

u Didnõt see all devices

u Was worse with rtl_power_fftw

u Decided to focus on one device that was showing in the scanner

u Rapoo E2700 wireless keyboard and track pad

u Fosphor is awesome ( osmocom_fft ðF)

u DEMO

u Try to identify visually



Scanning ðscreen shot



Gathering info from open sources

u Rapoo E2700

u FCC ID: PP2E2700

u https://fccid.io/PP2E2700

u What is important?

u Frequencies

u Modulation

u Data rate

https://fccid.io/PP2E2700

